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1. About This Guide

1.1. Who Should Use This Guide

The IRS developed this guide for the ACA e-File Application’s authorized contacts who want to
use Automated Enrollment to enroll A2A Client Application Systems into the IRS Application to
Application (A2A) channel.

1.2. How to Use This Guide

The purpose of this document is to describe the User Interface (Ul) for the Automated
Enrollment (AE) for ACA Providers Application, hereunto, referred to as AE Application. You
may or may not read this guide from beginning to end depending on your level of experience
with Automated Enrollment. You can reference the table of contents to help locate sections of
the guide pertaining to the task you need to complete. Section 3.4 “Getting around Automated
Enrollment” also guides you to specific tasks and features, so when you have a question about an
AE function, it is easy to find the answer.

1.2.1. Overview of Contents

This guide provides instructions on how to enroll and maintain A2A Client Application Systems
using the Integrated Enterprise Portal (IEP). Its scope is limited to the ACA functionality of the
AE Application. However, this guide does not discuss any administrative aspects of the AE
Application nor does it discuss how to use the |EP other than those aspects you need to know in
order to access the AE Application.

1.2.2. Highlighting

This guide uses the following elements to emphasis key points:
e Bold
Highlight items and indicate specific items from the User Interface (Ul).
e “Tip, Note, and Important!” Tags
Highlight additional information related to the current task or topic.
o The“Tip” tag provides you alternative methods of performing atask.

o The“Note” tag explains how the system work or provide information you may use to
alter the way you perform atask.

o The“Important!” tag warns you when an action could cause critical system errors.

1.3. Assumptions
Y ou must have the following to use the AE Application:
e You have an |EP username and password and your account has the e-Services ACA role.
e You understand how to access and use the IEP Portal.
e You areusing Windows 7 or higher and one of the following Web browsers:
— Internet Explorer 8 and higher

About ThisGuide 1-1
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2. Automated Enrollment Overview

The AE Application provides a user interface for enrolling and maintaining A2A Client
Application Systems for the IRS A2A Channel. It assigns a unique A2A Client Application
System ID (ASID) to each Application System enrolled. The IRS A2A Channel uses the ASID
and the Application System’s X509 certificate to authenticate and authorize access to IRS A2A
services. The section below summarizes the functionality of the AE Application.

2.1. Features and Functions
Table 2-1 provides a description of the functions available in the AE Application.

Table 2-1 AE Functions

Function Description

enroll AppSystem AE Application alows you to enroll an A2A
Client Application System into the IRS A2A
Channel. Each Application System enrolled
must be assigned at least one IRS A2A Service
and have certificate authentication.

updateA ppSystem AE Application allows you to modify the A2A
Client Application System definition. As an
example, you can modify an A2A Client
Application System to include additional IRS
A2A Services or you can inactivate or un-enroll
it.

Replace Certificate AE Application alows you to change the
certificate associated to an A2A Client
Application System.

Automated Enrollment Overview 2-1



AE Externals Guide

2.2. Data Attributes

Table 2-2 describes the data elements used in the AE Application.

Table 2-2 AE Data Elements

Data Element

Description

TCC

An active Transmission Control Code (TCC)
assigned to the Customer's organization

Customer Name

The Legal Name of the Customer's organization
associated to the TCC.

Doing Business As

The Doing Business As name of the
Customer’ s organization associated to the TCC.

A2A  Client
(ASID)

System

ID

A2A Client System ID (8 characters): Thisisa
unique field assigned to the A2A Client
Application System during the enrollment
process. The ASID is a combination of the
digit”1l”, TCC + ASID Sequence Number. AE
Application prefixes the digit ‘1’ to the created
ASID.

ASID Sequence Number

A unique 2-digit sequence number used to
create the A2A Client System ID (ASID). Enter
aunique value in the range of 00 to 99.

Application System Name

The name assigned to the A2A Client
Application System. It is limited to 30
alphanumeric characters.

Description A description you want to use to identify an
A2A Client Application System. It is limited to
50 alphanumeric characters.

Location The location of the A2A Client Application

System This is usually the City and State where
an A2A Client Application System resides. It is
limited to 30 alphanumeric characters.

A2A System ID Status

The dtatus assigned to the A2A Client
Application System. Table 2-4 describes the
available statuses for an Application System.

Available Services

The IRS A2A Services that are available for
ACA transmitters (see Table 2-3 for a
description of the available services).

Selected Services

The IRS A2A Services assigned to an A2A

2-2 AE For ACA Providers
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Client Application System (see Table 2-3 for a
description of the available services).

Credential Type The authentication method the A2A Client
Application System uses when accessing IRS
A2A Services. Default to certificate. You
cannot change the authentication method.

Certificate File Name The X509 certificate used to authenticate an
A2A Client Application System in the IRS
AZ2A channdl.

Certificate Authority The CA is the trusted entity that issued the
digital certificate.

Certificate Expiration The date the digital certificate is no longer
valid.

2.3. IRS A2A Services
Table 2-3 describes the list of IRS A2A services for ACA Transmitters.

Table 2-3 AE Available Services

Service Description

IRS-ACASubmitService Third Party, Issuer, Employer transmits
1094/1095 B/C Information Return to IRS in
SOAP Reguest - IRS returns receipt or SOAP
fault in SOAP Response

IRS-ACAAckngService Third Party, Issuer, Employer requests
status/detailed acknowledgement of 1094/1095
B/C Information Return processing from IRS in
SOAP Request - IRS returns status/detailed
acknowledgement or SOAP fault in SOAP
Response

Automated Enrollment Overview  2-3
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2.4. Allowed Status Changes

Table 2-4 AE Status Matrix summarizes the A2A Client Application System status changes.

Table 2-4 AE Status Matrix

Saus | Saus | Satus | Action
new active Allowed
active inactivate inactive Allowed
active un-enroll deleted Allowed
inactive activate active Allowed
inactive un-enroll deleted Allowed
disabled activate disabled Disallowed
disabled un-enroll disabled Disallowed

e “Current Status’ isthe Status of the Application System.

e “Reguest Status’ is the status change request

e “New Status’ the Application System status after the status change request completes
e “Action” indicates whether or not you can perform the change

Note: AE Application changes the status from new to active after it enrolls an Application
System.

Note: Un-enrolling the Application System effectively deletes the ASID from the AE
Application, and means you cannot update it again, while inactivating an Application System
allows you to inactivate and activate as necessary.

Important! The IRS e-Help Desk initiates the disabled status because an Application System
violated the policies of the IRS.

Note: Once disabled, the Application System cannot access IRS A2A Services; however, the IRS
e-Help Desk has the ability to activate the disabled Application System (see Appendix C) for
instructions on how to contact the IRS e-Help Desk.

2-4 AE For ACA Providers
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3. Displaying your ASIDS

Y ou access the AE Application by logging into a secured environment known as the “ Integrated
Enterprise Portal (IEP)”. This section explains how to launch the AE Application and introduces
you to the user interface.

3.1. Prerequisites

e You havethe e-Services ACA role assigned to your |EP user account.

3.2. How to Do It
Type http://www.irs.gov into your browser. The IRS Home page opens (see Figure 3-1).

/& Internal Revenue Service - Windows Internet Explorer = =

@O = [0 netpy/ fowirs.gow/ =[] x| [ B ing » -
% @Convert w [B Select

¢ Favorites i Intemal Revenue Service

Subscriptions w | Language v | Information For . ol

mIRS Search Q Advanced

Filing Payments Refunds Credits & Deductions News & Events Forms & Pubs Help & Resources far Tax Pras

File Your Get Your @ Pay Your > IRS.gov >
Tax Return Refund Status Tax Bill i En Espaiiol

Forms and Pubs Hot Topics Filing & Payment

where’s 2 Sreful nd’

» 1040 » 2290 * Notify Us of an Address Change
» 1040EZ » 7004 » Renew or Obtain a PTIN for 2015 ., freefile s
y W4 » Tax Table » Know Your Rights as a Taxpayer Click the Aﬁ_orda”b\_e Care s D
. » Apply for an Employer 10 Numbar Act Tax Provisions" link under m
> s ? Pub15 A:;pj o Z‘fT b the "Hot Topics" Section.
» 1099-MISC  » Pub 17 » Affordable Care Act Tax Provisions |
EFTPS’ s
» More ... » More ... 7 muie ...

_ VearndTaxTips  Tax Scams Profiing  TaxExempt

Saver's Credit for Retirement

Contributions “N“‘ ay Avoid Tax Time Surprises
2015 PTIN Renswal Pariod “ iy ﬂth ‘. Changes in income, _farm\y size, addre_ss? and coverage
can affect your premium tax credit eligibility.

Underway for Tax Pros

. nsul  Health Care Exemptions
\nfnrmatln.n on the Afiordable l'ls s Check out our publication to find out about exemptions —
Care Act in Spanish B“h ! '\ e‘il)e“ from the individual shared responsibility provision. P ) ootz [

me
ID Theft and Your Tax Retumn mculi’mb Ch\“ s New YouTubs Videos Vear-End Tax Tips

me - Learn about IRS YouTube videos concerning the health Tt
\m\ at sed gro g ,
» More ... argetet de care law and your taxes. n e’ﬂ

B
Fgg
e
2P

Q Resolve an Issue && Learn About IRS &8 Work at IRS & Get Important Info L4 visit Other Sites
» Appealing a Tax » Commissioner » Careers » Tax Fraud & Abuse » Espafiol M
Dispute » Organization » Job Postings » Privacy Policy LR b4
» Responding to a » Compliance & » Equal Employment » Reporting Phishing » B2
LniE Enforcement Opportunity » Identity Theft > Pycckui
» Taxpayer Advocate » Tax Stats, Facts & + Contracting Opportunities » No FEAR Act > TiéngVigt
Senice Fioures _ __ . Z

Figure 3-1 IRS Home Page

e Click the*“Affordable Care Act Tax Provisions’ link under Hot Topics. The
Affordable Care Act (ACA) Tax Provisions page opens (see Figure 3-2).
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Supreme Court to hear arguments in King v. Burwell re: Premium Tax Credit

New Videos with IRS Commissioner Provide Tips on Health Care, Tax Retums
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» More ...

Individuals @
& Families -

The health care law addresses
health insurance coverage and
financial assistance options
for individuals and families,
including the premium tax
credit. It also includes the
individual shared responsibility
provision and health coverage
exemptions from that
provision.The IRS administers
the tax provisions included in
the law. Visit HealthCare.gov
for more information on
coverage options and
assistance.

Learn more... >

Employers EE

The health care law contains
many tax and other provisions
for employers. The IRS
administers the tax provisions
included in the law. Visit
HealthCare.gov and

SBA govhealthcare for more
information on other provisions.

HealthCare.gov
Get more information
about the Affordable Care
Act from the Department
of Health & Human
Services

Other =

Organizations

* Insurers
s Certain Business Types

o Tax-Exempt & Government

Qrganizations

-

Related Links

» Small Business

Click the "Learn
More..." button under
Other Organizations

m

Figure 3-2 e-File for ACA Providers Page

e Clickthe“Learn More” button under Other Organizations’. The Affordable Care Act
Tax Provisions for Other Organizations page opens (see Figure 3-3).
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WWILRS

Filing Fayments

Affordable Care Act Topics
* Individuals and Families

« Employers

Other Organizations

List of Tax Provisions
Legal Guidance and Other
Resources

Questions and Answers
Health Care Tax Tips
Affordable Care Act Tax
Provisions Home

Disposiciones Tributarias
de la Ley de Cuidado de
Salud a Bajo Precio

Subscriptions v | Language v | Information For... v

Search

Refunds Credits & Deductions MNews & Events Forms & Pubs

Affordable Care Act Tax Provisions for

*0&
Other Organizations

The Affordable Care Act contains some tax provisions that are currently in effect and mare that will
be implemented going forward.

Information specifically for insurers, including self-insured organizations, certain business types
and tax exempt and government organizations is listed below. More information will be added
to this page as it becomes available. For information regarding your role as an employer, visit the
Affordable Care Act Tax Provisions for Employers.

Tax Provisions for Insurers

+ Deduction Limitation for Compensation Paid by Certain Health Insurance Providers(Section 162
m

Health Insurance Providers Fes

Medical Loss Ratio FAQs

Medicare Shared Savings Program (pdf)

Retiree Drug Subsidies

Tax-Exempt Determinations for Qualified Nonprofit Health Insurance Issuers - 501(c)(29} (pdf)
Transitional Reinsurance Program

Treatment of Certain Health Organizations (Modification of Section 833) (pdf)

Tax Provisions for Miscellaneous Business Types

Branded Prescription Drug Fee - Pharmaceutical Manufacturers and Importers
Disclosure or Use of Information by Tax Return Preparers. IRC §7216
Disclosure of Return Infarmation for Health Insurance Eligibility Programs (pdi
Indoor Tanning Semvices Excise Tax

Medical Device Excise Tax

Patient-Centered Qutcomes Research Trust Fund Fee

Qualified Therapeutic Discavery Project Grants and Credits

Tax Provisions for Tax Exempt and Government Organizations
* Requirements for Tax-Exempt Hospitals
« Tax-Exempt 501(c)(29) Qualified Nonprofit Health Insurance Issuers (pdf)

e-file for ACA Report Filers

& Information on how to eile ACA Information Reports

Click the "e-file for
ACA Report
Filers" link.

Page Last Reviewed or Updated: 03-Jun-2014

Help & Resources

Q Advanced

for Tax Pros

HealthCare gov

Get more information
about the Affordable Care
Act from the Department
of Health & Human
Services

Related Lin|

» Small Business
Administration

» Department of Labor
» BusinessUSA

Figure 3-3 The Affordable Care Act Tax Provisions for Other Organizations Page

m

e Click “e-filefor ACA Report Filers’ link. The e-file Affordable Care Act Information
Reports page opens (see Figure 3-4).
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Subscriptions v | Language v | Information For... v
@IRS Search Q Advanced

Filing Fayments Refunds Credits & Deductions Mews & Events Forms & Pubs Help & Resources for Tax Pros

e-file Affordable Care Act Information

Affordable Care Act Topics

« Indiiduals and Families Reports » Affordable Care Act
+ Employers (ACA) Tax Provisions
. BTthf?_TQEE'ZE“D_HS If you are an ACA Report Filer that files information reports, we encourage you to file electronically. y e-senices Online
+ List of Tax Provisions E-filing reduces the risk of transcription errors and speeds up processing. Also, e-filers get an Tutorials
* Legal Guidance and Other  jpmediate acknowledgement of receipt and can track submission status online.
Resources
« Questions and Answers IRS e-senices are a suite of products that allow certain ACA providers, Health Insurance Providers
+ Health Care Tax Tips and Drug Manufacturers and Importers. to do business with the IRS electronically. Other IRS
 Affordable Care Act Tax business partners, including accountants, lawyers and tax prof 1als also can use -~

Provisions Home These services are only available to approved IRS business partners and not to the general public.

How Do | e-file ACA Information Reports?
Use this three step process to e-file ACA information reports

Disposiciones Tributarias

de la Ley de Cuidado de 1. Registration

Salud a Bajo Precio 2. efile Application
3. Form Submission

Step 1 - Register for e-services

If you are an ACA Report Filer and want to file information reports electronically. you must first
reqister online for e-services and create an electronic account. This is a one-time automated
process during which you create a user name, password and PIN. After we validate your
information, we will send you an on-screen acknowledgement. To protect your security, we send the
confirmation code to you via postal mail. Registration can take as long as 28 days.

Step-by-step instructions on the registration process are available here: e-file Reqistration for ACA
providers.

An overview of changes made to e-services registration effective September 28, 2014 is available
here: g-senvices changes.

Step 2 - Submit your e-file application

You also will need to submit an e-file application. We ask you to provide basic information about
your business, your key people and identify yourself as an ACA Report Filer by selecting the ACA

Provider role.
Step-by-step instructions on submittin " " ble here: efile Application for
ACA providers. Click "Login

= Already registered? Login
« Mot yet registered or confirmed? Registration Senices

Step 3 - e-file ACA Information Reports

Figure 3-4 e-file Affordable Care Act Information Reports Page

e Click theLogin link. The login page opens (see Figure 3-5).

m
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3.3. Integrated Enterprise Portal Login

Tip: You can access the IEP Login Page by directly typing the URL
https://lawww4.irs.gov/PORTAL-PROD/CRM/signon.html into the browser.

mIRS Enter your N

username and
Logi password to )
ogin login. Register

Username You must register to create an account

Password

Forgot Your Password?

LOGIN > REGISTER >

THIS U.S. GOVERNMENT SYSTEM IS FOR AUTHORIZED USE ONLY!

Use of this system constitutes consent to monitoring, interception, recording, reading, copying or capturing by authorized

personnel of all activities. There is no rightto privacy in this system. Unauthorized use of this system is prohibited and

subject to criminal and civil penalties, including all penalties applicable to willful unauthorized access (UNAX) or inspection of

taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C. 7213A and 26 U.8.C. 7431).

MNQTICE: The IRS reserves the right to deny access to any or all electronic services, products andior applications, at both the individual or
business entity level, in the event IRS becomes aware of any activity that constitutes or appears to constitute misuse or abuse of any
electronic services, products or applications.

e-Senvices Privacy Policy

Figure 3-5 IEP Login Page

e Enter your username and password into the appropriate text fields and click the Login
button. The IEP personality for ACA Providers selection page opens (see Figure 3-6).
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Figure 3-6 IEP Personality Selection Page

e Select your ACA personality and click the Submit Selected Organization button. The
IRS e-Services Welcome page opens (see Figure 3-7)
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o ~ .
Y Internal Revenue Setvice

United States Department of the Treasury

i e-services On-line Tutorials Help Mailbox Sign out Contact Us

services

lication <.. p—p——
Reaqistrati envices

Welcome to IRS e-services

> ey

Application

s to apply or revise an existing application on-line for participation in IRS e-file Program or
yer Identification Number (TIN) Matching

Reaqistration Services
Registration ¢ ces allows yo
change your password or PIN and recove

Figure 3-7 IRS e-Services Welcome Page

e Click the"Application” link. The A2A Menu Selection Page opens (see Figure 3-8).
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¥ Internal Revenue Service

United States Department of the Treasury
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services
Application e-File Application

The Application to participate in the IRS e-file P am can be submitted on-line. The IRS will review
your application information and supply a written confirmation as to your acceptance orr tio
the program. You may use this either to create a new Application or to revise an existing one

ACA Application for TCC
The application to participate in IRS
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Returns

Figure 3-8 A2A Menu Selection Page

e Click the AE AIR TCC Integration link to display your A2A Client Application
Systems. The AE Application Search Results Page opens (see Section 3.4 Getting around
Automated Enrollment)

3-8 AE For ACA Providers



AE Externals Guide

3.4. Getting around Automated Enrollment

The AE Application Search Results page (see Figure 3-9) is the launch pad to al of the features
and functions of the AE Application. It displays alist of A2A Client Application Systems for the
selected personality. From here, you can enroll and maintain A2A Client Application Systems
for your organization.

< Search Results For AIR
IA2A Client System ID

OJ Create New A2A Client System ID
l Upload Certficate to Muttiple

A2A Client System ID's @

TCCs All - OJ

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider@_}

=

ASID Name Description Status Actions -
199AA101 Test App System This is a test active Edit | Replace Certificate
199AA102 Test App System This is a test active @ | Replace Certificate
199AA103 Test App System This is a test active ¥| Replace Certificate
199AA104 Test App System This is a test active Edit | Mo rtificate
19%s=2 105 Test App System This is a test active Edit | Re Iaceirtaﬂcate
19 Joe Test App System This is a test active Edit | Replace Certificate |
199AA107 Test App System This is a test active Edit | Replace Certificate 1
199AA108 Test App System This is a test active Edit | Replace Certificate
199AA109 Test App System This is a test act! ;dnt | Replace Certificate
199AA110 Test App System This is a test deleted View
199AA111 Test App System This is a test active Edit | Replace Certificate
199AA112 Test App System This is a test active Edit | Replace Certificate
199AA113 Test App System This is a test active Edit | Replace Certificate
199AA114 Test App System This is a test active Edit | Replace Certificate
199AA115 Test App System This is a test active Edit | Replace Certificate
199AA116 Test App System This is a test active Edit |

Replace Certificate
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Figure 3-9 AE Application Search Results Page

Scroll through the list of Application Systems. The maximum number of records is set to
200.

By default, the AE Application sortsthelist by TCC.

Click the arrow to theright of the TCCsfield and select a TCC to filter the list.

Click the Create New A2A Client System ID button to enroll a new A2A Client
Application System (see Section 4 Enrolling an Application System).

© o0 e

Click the Upload Certificate to Multiple A2A Client System 1D’s button to upload a
certificate to many Application Systems in one transaction (see Section 10 Bulk Certificate
Upload).

@

Click the Edit link to change an A2A Client Application System definition (see Section 5
Updating an Application System). Here you can change the status of the Application

@
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System or you can change any of the following Application System attributes:
e Application System name
e Description

e Location
e Caertificate
e Services

0 Click the Replace Certificate link to replace the certificate for an Application System (see
Section 9 Replacing a Certificate).

@ Click the View link to display an un-enrolled Application System (see Section 11 Viewing
an Un-Enrolled Application System).

@ The AE Application displays your organizations legal name and doing business as (DBA)
name provided during the e-file application process

Note: In the event of an error displaying your Application Systems, an error page opens (see
Figure 3-10). Contact the IRS e-Help Desk to report the error condition. Refer to Appendix C for
additional information.

%7 Search Results For AIR
IA2A Client System ID

ASID Name Description Status Actions

Error code: 370
(We are unable to process your request. Please contact the IRS Help Desk 866 255 0654 with the error code on the screen.)

(oK)

Figure 3-10 Error occurred displaying the search results page
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4. Enrolling an Application System

This section describes the actions required to enroll an A2A Client Application System into the
IRS A2A Channdl.

4.1. Prerequisites

e You havethe e-Services ACA role assigned to your |EP user account.
e Youhaveavalid X509 certificate accessible from the local system.

4.2. How to Do It
Figure 4-1 depicts the navigation steps you must perform to enroll an Application System.

@ Login
1]

Select Parsonality

L

IRS e-Services YWelcoms

L

AZA Menu Selection

I}

AE Search Results

()
|@ Enroll ASID
L

@ & & @

I
@ Confirmation Ermor @

Figure 4-1 How to Enroll an Application System

e Typethe URL for the IEP Portal Login Page https.//lawww4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select apersonality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

e Click the*Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

e Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 4-2).
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%7 Search Results For AIR

IA2A Client System ID o
[ Create New A2A Client System ID w-)

Upload Certificate to Multiple
AZA Client System ID's

TCCs Al -
Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

ASID Name Description Status Actions
19944201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is 3 test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

Figure 4-2 Create New A2A Client System ID Button

o Click the Create New A2A Client System ID button. The Create New AIR A2A Client
% | System ID page opens (see Figure 4-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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f# Create New AIR A2A
Client System ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

TCC ASID Sequence Number

A2A Client System ID [E¥ Toj 9)

Name

Application System 0
=4

Q})esori ption
' Location @

A2A Client System

ID Status "V 7

Credential Type Cerficate

Certificate File (B J@)
Name

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Available Services Selected Services

IRS-ACASubmitService o
IRS-ACAAckngService

Add>> |
[ <<Remove |
Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove
button.

O =

Figure 4-3 Create New AIR A2A Client System ID Page

AE Externas Guide

Fill in the form and click Save to enroll the Application System, refer to section 2.2 Data
Attributes for a description of each field.

TCC: Click the arrow to theright of the TCC field and select a TCC from the list.

ASID Sequence Number: Enter a unique 2-digit sequence number. Enter a unique value
in the range of 00 to 99

Application System Name: Enter the name for the Application System.

0% 0 e

Description: Enter the Description for the Application System.

Enrolling an Application System 4-3
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L ocation: Enter the Location for the Application System.

Click the Browse button to select the certificate to assign to this Application System. The
certificate must be accessible from the local system.

@9

Sdlect at least one IRS A2A Service from the Available Services list and click the Add
button. Refer to Table 2-3 for a description of the available services.

(N

Click Save, if the request is successful the Confirmation for AIR A2A Client System 1D
page opens (see Figure 4-5).

© o

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 4-4). Follow the
instructions in the dialog and click OK to return to the Create New AIR A2A Client System ID
page to correct the error.

Message from webpage |

The ASID Sequence Number must be 2 digits. Please enter a 2 digit

l \ number in the field.
The Certificate File Name may not be blank when the Credential Type is
set to Certificate.
The Application System Name cannot be blank. Please enter text in the
field.
The Application Description cannot be blank. Please enter text in the
field.
The Application Location cannot be blank. Please enter text in the field.
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list.

Figure 4-4 A data entry error occurred enrolling an Application System
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4.3. Confirmation Page
Figure 4-5 depicts the Application System confirmation page.

@ Confirmation for AIR
IA2A Client System ID

The A2A Client System Id: 199AA206 ’ _
Your request has been successfully processed =

O

Figure 4-5 Confirmation for enrolling an Application System

The ASID assigned to the enrolled Application System

The Confirmation Message

® e

Click OK to return to the AE Application Search Results page
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5. Updating an Application System

This section describes the actions required to change an A2A Client Application System
definition.

5.1.

5.2

Prerequisites

Y ou have the e-Services ACA role assigned to your |EP user account.

How to Do It

Figure 5-1 depicts the navigation steps you must perform to change an Application System.

@ Login
L

Select Personality

L

IRS e-Services Welcome

L

AZA Menu Selection

]

AE Search Results

()
|@ Edit ASID
I

@ ® @ @

I
@ Confirmation Ermror @

Figure 5-1 How to Edit an Application System

Type the URL for the IEP Portal Login Page https://lawwwA4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6).

Select apersonality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 5-2).
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& Search Results For AIR
IA2A Client System ID

[ Create New A2A Cient SystemID |

Upload Certificate to Multiple
A2A Client System ID's
TCCs All -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

1)

Figure 5-2 Selecting the Application System to update

0 Locate the ASID and click the Edit link under the Actions column. The Edit AIR A2A
| Client System ID page opens (see Figure 5-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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g Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

Description Thsisatest 9)

Location Some Cay ST 0
-7

A c“enltos;:;::; active v @)

Credential Type Cenficate -
Certificate File (B = @

Name

Application System

Name U

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
@ IRS-ACASubmitService
[ Add>> IRS-ACAAckngService

6i << Remove

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button.
0—4&9] _W@

.

Figure 5-3 Edit AIR A2A Client System ID Page

Update the form and click Save to change the Application System definition, refer to section 2.2
Data Attributes for a description of each field.

o

Application System Name: If you wish, change the name of the Application System.

2)

Description: If you wish, change the description of the Application System.
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©®

L ocation: If you wish, change the location of the Application System.

If you wish, click the arrow to the right of the A2A Client System ID Status field and
select another value from the list. Refer to Table 2-4 AE Status Matrix for alist of allowed
status changes for an A2A Client Application System.

If you wish, click the Browse button to select anew certificate to assign to this Application
System. The certificate must be accessible from the local system

If you wish, change the Selected Services list. To add an IRS A2A Service, select the
service from the Available Serviceslist and click the Add button. To remove an IRS A2A
Service, salect the service from the Selected Service list and click the Remove button

Click Save, if the request is successful the Confirmation for AIR A2A Client System 1D
page opens (see Figure 5-5).

@
15)
7
18)

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 5-4). Follow the
instructions in the dialog and click OK to return to the Edit AIR A2A Client System ID page to
correct the error.

Message from webpage @

! The Application System Name cannot be blank. Please enter text in the
field.
The Application Description cannot be blank. Please enter text in the
field.
The Application Location cannot be blank. Please enter text in the field.
The Selected Services cannot be blank. Please select at least one Service
from the Available Services list.

Figure 5-4 A data entry error occurred updating an Application System
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5.3. Confirmation Page
Figure 5-5 depicts the Application System confirmation page.

@ Confirmation for AIR
|A2A Client System ID

The A2A Client System Id: 199AA206 e
Your request has been successfully processed ==
3

Figure 5-5 Confirmation Page for updating an Application System

@ | The Application System has been updated

@ | The Confirmation Message

@ Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A Services.
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6. Un-Enrolling an Application System

This section describes the actions required to un-enroll an A2A Client Application System from
the IRS A2A Channel.

6.1.

6.2.

Prerequisites

Y ou have the e-Services ACA role assigned to your |EP user account.

How to Do It

Figure 6-1 depicts the navigation steps you must perform to un-enroll an Application System.

@ Login
L

Select Personality

L

IRS e-Services Welcome

L

AZA Menu Selection

]

AE Search Results

()
|@ Edit ASID
I

@ ® @ @

I
@ Confirmation Ermror @

Figure 6-1 How to un-enroll an Application System

Type the URL for the IEP Portal Login Page https://lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6)

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the “Application” link. The A2A Menu Selection page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 6-2).
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& Search Results For AIR
IA2A Client System ID

[ Create New A2A Cient SystemID |

Upload Certificate to Multiple
A2A Client System ID's
TCCs All -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

1)

Figure 6-2 Selecting the Application System to un-enroll

0 Locate an active or inactive ASID and click the Edit link under the Actions column. The
~ | Edit AIR A2A Client System ID page opens (see Figure 6-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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g Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider
A2A Client System ID 199AA206

Application System
Name Lt sﬂem

Description Thsisatest
Location Some Cty, ST

mancientsystem .z - ©)

Credential Type Certficate -

Certificate File
Name

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
IRS-ACAAckngService
f?i ____________ = ]

Common Services are available to all authornized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button.
QJ@f [@@

Figure 6-3 Un-enrolling an Application System

E]

Click the arrow to the right of the A2A Client System ID Status field and select “un-
enroll”.

Click Save, if the request is successful the Confirmation for AIR A2A Client System 1D
page opens (see Figure 6-4).

(I

Click Cancel to return to the AE Application Search Results page.
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6.3. Confirmation Page
Figure 6-4 depicts the Application System confirmation page.

@ Confirmation for AIR
IA2A Client System ID

The A2A Client System Id: 199AA206 e
Your request has been successfully processed =

O

Figure 6-4 Confirmation for un-enrolling an Application System

This Application System has been un-enrolled and can no longer access IRS A2A Services

The Confirmation Message

®0e

Click OK to return to the AE Application Search Results page
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7. Inactivating an Application System

This section describes the actions required to inactivate an A2A Client Application System.

7.1.

1.2

Prerequisites

Y ou have the e-Services ACA role assigned to your IEP user account.

How to Do It

Figure 7-1 depicts the navigation steps you must perform to inactivate an Application System.

@ Login
L

Salect Persanality

I}

IRS e-Services Welcome

L

AZA Menu Selection

I}

AE Search Results

()
|@ Edit ASID
L

® ® @ @

Confirmation Ermror
® &

Figure 7-1 How to Inactivate an Application System

Type the URL for the IEP Portal Login Page https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the“Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 7-2).
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& Search Results For AIR
IA2A Client System ID

[ Create New A2A Cient SystemID |

Upload Certificate to Multiple
A2A Client System ID's
TCCs All -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

1)

Figure 7-2 Selecting the Application System to inactivate

0 Locate an active ASID and click the Edit link under the Actions column. The Edit AIR
* | A2A Client System ID page opens (see Figure 7-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider
A2A Client System ID 199AA206

Application System
Name

Description Thisis atest
Location Some Cay. ST

e s o

Credential Type Cetficate -

Test App System

Certificate File B \
Name (Bowse..)

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
[E IRS-ACAAckngService

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button.

Figure 7-3 Inactivating an Application System

Click the arrow to the right of the A2A Client System I D Statusfield and select inactivate

Click Save, if the request is successful the Confirmation for AIR A2A Client System 1D
page opens (see Figure 7-4).

o e

Click Cancel to return to the AE Application Search Results page.
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7.3. Confirmation Page
Figure 7-4 depicts the Application System confirmation page.

@ Confirmation for AIR
IA2A Client System ID

The A2A Client System Id: 199AA206 e
Your request has been successfully processed =

O

Figure 7-4 Confirmation for inactivating an Application System

This Application System has been inactivated and can no longer access IRS A2A Services

The Confirmation Message

®0e

Click OK to return to the AE Application Search Results page
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8. Activating an Application System

This section describes the actions required to activate an A2A Client Application System.

8.1.

8.2.

Prerequisites

Y ou have the e-Services ACA role assigned to your IEP user account.

How to Do It

Figure 8-1 depicts the navigation steps you must perform to activate an Application System.

@ Login
L

Salect Persanality

I}

IRS e-Services Welcome

L

AZA Menu Selection

I}

AE Search Results

()
|@ Edit ASID
L

® ® @ @

Confirmation Ermror
® &

Figure 8-1 How to activate an Application System

Type the URL for the IEP Portal Login Page https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the“Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 8-2).
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¥ Search Results For AIR
IA2A Client System ID

[ Create New A2A Client SystemID |
Upload Certificate to Muttiple

AZA Client System ID's
TCCs All -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active L | Replace Certificate
199AA206 Test App System This is a test inactive Edit | Replace Certificate

1)

Figure 8-2 Selecting the Application System to activate

0 Locate an inactive ASID and click the Edit link under the Actions column. The Edit AIR
* | A2A Client System ID page opens (see Figure 8-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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Edit AIR A2A Client
stem ID

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider
A2A Client System ID 199AA206

Application System
Name

Description Thsis atest
Location Some Cty, ST

A2A Client System ’ 0
msgtatus inactive - U

Test App System

Credential Type Certficate -

Certificate File {—a‘ e)
Name

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services
IRS-ACASubmitService
 Add> | IRS-ACAAckngService
| << Remove |

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove

button.
@rsm?, im@

Figure 8-3 Activating an Application System

Click the arrow to the right of the A2A Client System ID Status field and select activate.

® e

If you wish, click the Browse button to select a new certificate to assign to this Application
System. The certificate must be accessible from the local system.

Click Save, if the request is successful the Confirmation for AIR A2A Client System 1D
page opens (see Figure 8-4).

© o

Click Cancel to return to the AE Application Search Results page.
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8.3. Confirmation Page
Figure 8-4 depicts the Application System confirmation page.

@ Confirmation for AIR
IA2A Client System ID

The A2A Client System Id: 199AA206 e
Your request has been successfully processed
3

Figure 8-4 Confirmation for activating an Application System

0 This Application System has been activated and can now access IRS A2A Services

@ | The Confirmation Message

@ Click OK to return to the AE Application Search Results page

Important! If you replaced the certificate, the Application System must use the new certificate
to access IRS A2A services.
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9. Replacing a Certificate

This section describes the actions required to replace the certificate for an A2A Client
Application System.

9.1.

9.2.

Prerequisites

Y ou have the e-Services ACA role assigned to your |EP user account.
Y ou have avalid X509 certificate accessible from the local system.

How to Do It

Figure 9-1 depicts the navigation steps you must perform to replace the certificate.

@ Login
1]

Select Parsonality

I}

IRS e-Services Welcoms

L

AZA Menu Selection

I}

AE Search Results

i)
|@ Replace Ceriificate
L

® @ o @

Confirmation Error
% &

Figure 9-1 How to Replace a Certificate

Type the URL for the IEP Portal Login Page https://lawwwA4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6).

Select apersonality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the“Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 9-2).
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A2A Client System ID

& Search Results For AIR

TCCs All -

[ Create New A2A Client System ID

Upload Cestfficate to Multiple

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

ASID Name
199AA201 Test App System
199AA202 Test App System
199AA203 Test App System
199AA204 Test App System
199AA205 Test App System
199AA206 Test App System

A2A Client System ID's

Description Status Actions
This is a test active Edit | Replace Certificate
This is a test active Edit | Repl rtifi
This is a test active Edit | Replace Certificate
This is a test active Edit | | rtifi
This is a test active Edit | Replace Certificate
This is a test

active Edit | Beplasﬁwﬁcm

LY/

Figure 9-2 Replace Certificate Link

1)

Locate the ASID and click the Replace Certificate link under the Actions column. The
Replace Certificate page opens (see Figure 9-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to

Appendix B to obtain information on how to handle AE Application errors.
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@ Replace Certificate |

Application System ID 199AA206
Application System Name Test App System
Description This is a test
Location Some City, ST

A2A Client System ID S

Status OJ

Certificate File Name Browse...

Current Certificate File
Name

Current Certificate File
Expiration

Current Certificate File
Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

s =

Figure 9-3 Replace Certificate Page

0 Click the Browse button to sdlect the new certificate. The certificate must be accessible
= | from the local system

e Click Save, if the request is successful the Confirmation for AIR Replace Certificate page
| opens (see Figure 9-5).

Q Click Cancel to return to the AE Application Search Results page

Note: In the event of a data entry error, an error dialog opens (see Figure 9-4). Follow the
instructions in the dialog and click OK to return to the Replace Certificate page to correct the
error.

Message from webpage (23]

l .  The Certificate File Name may not be blank.

Figure 9-4 A data entry error occurred replacing a certificate
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9.3.

Confirmation Page

Figure 9-5 depicts the Replace Certificate confirmation page

@ Confirmation for AIR
Replace Certificate

You have successfully replaced the certificate for this A2A Client System

ID. 0

The AZA Client System Id: 199AA206 ™~
Your request has been successfully processed™s"

o) ©)

Figure 9-5 Replace Certificate Confirmation

)

The Application System must use the new certificate to access IRS A2A services

12)

The Confirmation Message

3

Click OK to return to the AE Application Search Results page

Tip: You can also replace the certificate when you change an Application System.
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10. Bulk Certificate Upload
This section describes the actions required to replace the certificate for many A2A Client
Application Systems in one transaction.

10.1. Prerequisites

e You havethe e-Services ACA role assigned to your |EP user account.
e Youhaveavalid X509 certificate accessible from the local system.

10.2. How to Do It
Figure 10-1 depicts the navigation steps you must perform to do a bulk certificate upload

Login

I}

Select Parsonality

L

IRS e-Services YWelcoms

L

AZA Menu Selection

I}

AE Search Results

)

Bulk Certificate Uplcad
|
Lo
@ Confirmation Ermrar @

Figure 10-1 How to upload a certificate to many Application Systems

.o e e o @ @

e Typethe URL for the IEP Portal Login Page https.//lawww4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

e Enter your username and password and click the Login button. The Personality Selection
Page opens (see Figure 3-6).

e Select apersonality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

e Click the*Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

e Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 10-2).
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¥ Search Results For AIR
A2A Client System ID

[ Create New A2A Client System ID
Upload Certificate to Mutiple

A2A Clert System ID's 0)
TCCs All -

Customer Name ACA Provider, Inc.
Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test active Edit | Replace Certificate

Figure 10-2 Upload Certificate to Multiple A2A Client System ID’s Button

0 Click the Upload Certificate to Multiple A2A Client ID’s button. The Upload Certificate
~ | to Multiple A2A Client System ID’ s page opens (see Figure 10-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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Multiple A2A Client System
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ID's
Available ASIDs Selected ASIDs
J 199AA202 0) 199AA201
199AA203 i 199AA206
Add
199AA204 -
199AA205 = =

To add ASIDs, select your ASID choices from the Available ASIDs list
above by highlighting them and clicking on the Add button.

To remove ASIDs, select your ASID choices from the Selected ASIDs
list above by highlighting them and clicking on the Remove button.

Certificate File Name ‘ze_rup\ced\testcert.cer | Browse... % _)

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Qs (s 1 Q)

Figure 10-3 Bulk Upload Page

Select one or more ASIDs from the Available ASIDslist and click the Add button.

Click Browse to select the new certificate. The certificate must be accessible from the
local system.

Click Save, if the request is successful the Confirmation for AIR Replace Certificate page
opens (see Figure 10-5).

4)

Click Cancel to return to the AE Application Search Results page.

Note: In the event of a data entry error, an error dialog opens (see Figure 10-4). Follow the
instructions in the dialog and click OK to return to the Upload Certificate to Multiple A2A
Client ID’ s page to correct the error.

Message from webpage ]

The Certificate File Name may not be blank when the Credential Type is
! % setto Certificate.

The Selected ASIDs cannot be blank. Please select at least one ASID

from the Available ASIDs list.

Figure 10-4 A data entry error occurred during a bulk upload

Bulk Certi
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10.3. Confirmation Page
Figure 10-5 depicts the Bulk Certificate Upload confirmation page.

’{Z Confirmation for AIR
Replace Certificate

You have successfully replaced the certificate.

The A2A Client System Ids: 199AA201, 199AA206
Your request has been successfully processe

) 2}

.Jl OK

Figure 10-5 Bulk Upload Confirmation

The Application Systems must use the new certificate to access IRS A2A services

The Confirmation Message

(IR~

Click OK to return to the AE Application Search Results page
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11. Viewing an Un-Enrolled Application
System

This section describes the actions required to view un-enrolled A2A Client Applications
Systems.

11.1. Prerequisites

Y ou have the e-Services ACA role assigned to your |EP user account.

11.2. How to Do It

Figure 11-1 depicts the navigation steps you must perform to view an un-enrolled Application
System.

Login

L

Select Personality

L

IRS e-Sarvices Wealcorme

I}

A2A Menu Selection

L

AE Search Results

1

Wiew ASID

® e e e e e

Figure 11-1 How to View an un-enrolled Application System

Type the URL for the IEP Portal Login Page https://lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser. The Integrated Enterprise Portal Login Page
opens (see Figure 3-5).

Enter your username and password and click the L ogin button. The Personality Selection
Page opens (see Figure 3-6).

Select a personality and click the Submit Selected Organization button. The IRS e-
Services Welcome page opens (see Figure 3-7).

Click the“Application” link. The A2A Menu Selection Page opens (see Figure 3-8).

Click the AE AIR TCC Integration link. The AE Application Search Results page opens
(see Figure 11-2).
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" Search Results For AIR
A2A Client System ID

[ Create New A2A Ciert System ID

Upload Certficate to Mutiple
AZA Clent System [D's

TCCs All v
Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

ASID Name Description Status Actions
199AA201 Test App System This is a test active Edit | Replace Certificate
199AA202 Test App System This is a test active Edit | Replace Certificate
199AA203 Test App System This is a test active Edit | Replace Certificate
199AA204 Test App System This is a test active Edit | Replace Certificate
199AA205 Test App System This is a test active Edit | Replace Certificate
199AA206 Test App System This is a test deleted View

1)

Figure 11-2 Locating an un-enrolled Application System

Locate an un-enrolled Application System (an ASID with a deleted status), and click the
Q View link under the Actions column. The View AIR A2A Client System Id page opens
(see Figure 11-3).

Note: The AE Application displays an ‘Error Messages page in the event of any error. Refer to
Appendix B to obtain information on how to handle AE Application errors.
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g View AIR A2A Client
stem Id

Customer Name ACA Provider, Inc.

Doing Business As ACA Provider

A2A Client System ID 199AA206

Application System

Nana Test App System
Description This is a test
Location Some City, ST

A2A Client System
1D Status

Credential Type Cetficate -
Certificate File a

deleted

Current Certificate
File Name

Current Certificate
File Expiration

Current Certificate
File Authority

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload
the certificate and save the data.

Available Services Selected Services

IRS-ACASubmitService
IRS-ACAAckngService

Common Services are available to all authorized A2A Client Systems:
Initial Login, Login, and Logout.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button.

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove
button.

O

Figure 11-3 View AIR A2A Client System Id Page

Click Cancel to return to the AE Application Search Results page
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Appendix A List of Abbreviations
A2A Application to Application
AC Access Control
ACA Affordable Care Act
AE Automated Enrollment
Al Application Integration
AIR ACA Information Returns
ASID AZ2A Client System ID

Authorized Contact Registered ACA Provider or other ACA Third Party Transmitter user
CA Certificate Authority

DBA Doing Business As

IE Internet Explorer

IEP Integrated Enterprise Portal
IRS Internal Revenue Service
SA Strong Authentication

TCC Transmission Control Code
ul User Interface
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Appendix B Handling Errors

The AE Application displays an error page when an unexpected condition occurs processing
your request. If the error is recoverable, the AE Application returns you to the previous page
where you can provide additional information and retry the request. However, for severe errors,
the AE Application aborts your request and returns you to the search results page so follow the
instructions on the screen and contact the IRS e-Help Desk and provide them with the error

number and error message. Appendix C provides you information on how to contact the e-Help
desk.

Figure B-1 shows the format of the AE Error page.

@ Error Messages |

Error code: ##4#
Error message will be here@

O

Figure B-1 AE Error Page Format

The error number, ### represents the numeric error code

Qe

The error message text describing the error

Click OK to close the error page and return to the previous page or the search results page.
If the error persists, contact the IRS e-Help desk.

®
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Appendix C IRS e-Help Desk

IRS e~Help Desk
1-866-255-0654

Monday - Friday

7:30 amvto-7:00 pmv EST

Figure C-1 Contacting the IRS e-Help Desk

¢ Provide the error number and describe the action you were performing when the error
occurred.

e For example, “I received error code 401 when | attempted to enroll an Application
System.”
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